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BLOCK CIPHERS

Definition

Given a key K€ F7', a message M € FY, a block cipher of block size
n is an invertible function Ex that encrypts the message M in blocks

of size n.
Plaintext Ciphertext
HEEEEEE HEEREEN
Block cipher: £y |<— Key — Block cipher: £
HEEEEEE LI
Ciphertext Plaintext
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ROUND FUNCTION

- Matrix multiplication

- Bit, byte, nibble permutations
- Constant additions

Non-linear layer

- Substitution boxes (S-boxes)

X 0x0 | Ox1 | Ox2 | Ox3 | Ox4 | Ox5 | Ox6 | Ox7
S(x) | 0x5 | 0x3 | Ox4 | Ox6 | 0x2 | Ox7 | 0x0 | Ox1




SPN AND FEISTEL CIPHER

SP Network Feistel Structure
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CRYPTANALYSIS

- Can we distinguish the cipher from a random permutation?
- Is the ciphertext giving us any information?

- Is there any weakness in the design?

Provable security

Establish and meet security parameters



DIFFERENTIAL ATTACKS



DIFFERENTIAL ATTACKS

Given a block cipher E, a plaintext P and an unknown key K,
differential attacks study the propagation of input differences
throughout the cipher:

V=E(P)®Ex(PDA).



DIFFERENTIAL ATTACKS
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DIFFERENTIAL PROPERTY

Difference propagates with probability 1in the
linear layer

Difference Distribution Table:

DDT(A;, Vo) =# {X eF) :S(X)DS(XDA)) = Vo}

A: Input V: output difference

difference | 0xO | Ox1 | 0x2 | 0x3 | Ox4 | 0x5 | Ox6 | Ox7
0x0 8 0 0 0 0 0 0 0
0x1 0 2 2 0 0 2 2 0
0x2 0 2 2 0 0 2 2 0
0x3 0 0 0 4 0 0 0 4
Ox4 0 0 0 0 4 0 0 4
0x5 0 2 2 0 0 2 2 0
0x6 0 2 2 0 0 2 2 0
0x7 0 0 0 4 4 0 0 0
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DIFFERENTIAL ATTACK

- Step 1: Abstraction:

- Truncated differential patterns.
- Number of S-boxes minimized.

- Step 2: Enumeration:
- Find non-abstracted differential characteristics: Distinguishers.

— Modelling with MILP
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+ Find minimum number of active S-boxes

- Find all difference patterns minimizing the active number of

S-boxes

1



- Find a differential characteristic that fits the truncated pattern.
- Modelling the S-box Difference Distribution Table
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S-BOX MODELLING

- Conditional modelling technique
(X0,---,Xm=1) = (80,-..,0m—1) € {0,1}™ implies xm = 6m € {0,1}
m—1 m—1
Y (=024 (=1) Xy — 8+ ¥ § >0
i=0 i=0
- H representation of the convex hull

- Greedy algorithm
- Minimizing the set of inequalities as a MILP problem



S-BOX MODELLING

- Product-of-Sum Representation of Boolean Functions

- Representation of the DDT as a boolean function
- Minimization with Quine-McCluskey (QM) algorithm

14
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CLUSTER SEARCH

A cluster is a set of differentials with the same input-output
differences

- Hard to know the exact probability of a difference — Clusters
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